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o blue teamer
o securilty researcher, blogger

o certification monkey

o husband, father

@ hileer




What is this talk aboub?
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W L‘\ O& A% &Lw are o u,E h Oors are

afraid of?




se&&uri;%v researchers

sandboxes

virtual machines

hardened machines

=> malware hates being analyzed

also bries to avold certain targets
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FUSH
MOl
SUE 24

Mau :DMDRD FTR DS: [(EZ2=26064]

#»0R ERX,EBP

MOV DWORD PTR S5: LEEP-41,ER®

CALL DWORD FTE DS: [<&KEEHELZ2Z. IsDebugge: El<lebuggerFresent

TEST ER&, ERA

JE SHORT d9azf5fd.80E2180R

~0R EH~, EH=

MoV ECH, DWORD PTR S5: CEEP-41

#0R ECx, EEBP

CALL d9a3fS+d.HHEZ11327

Moy ESP, EEP
POF EEP
RETH

MOUAPS =rMa, DRWaRD PTR DS: [E2218a]
LER ED:, DWORD PTR SS: [EBP-361

FUSH ECH

LEA ECx, OWORD PTR SS: [EEP-141

MOU DWORD PTR
MOV DWORD FTR
MO DWORD PTR

MOVLUIFS DRWORD
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MOV DWORD FTE
MOU DWORD FTR

MOV WORD FTR SS:[E-

FTR SS:

CALL d9a3f5fd.
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RETH
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Virktual

o look for artifacts in:

2 req E;s&'r‘:j
Signatures

Detects virtualization software with SCSI Disk Identifier trick

o file system
@ F‘T’O&QSSQS Checks the version of Bios. possibly for anti-virtualization

= letects WV = =) [ » presence of a reqistry key
3 MA(« &ddT@.S& 2 Detects VirntualBox through the presence of a registry ke

 VMware 1/0 Fvor%s

Installs itself for autorun at Windows startup

o red PE"U'



Sandboxes

........

screen resolution (low)

installed software (Limited)

C omia

number of cores

MQMO'I”:j

des M’Eop

eke...

ref: Zolkan Balazs -
Sandbox detection for the
masses: lealk, abuse, kest




Antivirus

Suspicious Indicators

Anti-Detection/Stealthyness

a3 T’QS LS &rj Possibly checks for the presence of an Antivirus engine

details "m AntiVirusPreduct” (Indicator: "antivirus'')
source String

D ‘fii@. Sj$&em relevance 3/10

research Show me all reports matching the same indicator

o antivirus product registered



Real world sam F.’-‘i, A=



Look, | included a few lines to

check if we've been sandboxed, so
white-nats can't detect us

I'll just ping a
non-existent domain

Huh, what's this
inactive domain hardcoded
in their code?

| should reserve i,
You never Know...

If the non-existent domain
responds, it means we're in a sandbox,
so we won't encrypt any files, that way

no-one will notice us!

Haha, well done! We're
gonna. get so many bitcoins!

CommitStrip.com
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afl¥sc:
Public Sub Iulxp?’()
1f DKTXHE Then Error 1ol
a Word droFaP@_r If qrNjY Then Error 102
S (-
o sandbox detection Public Function DKTXHE() As Boolean

DPKTHE = Recenbriles.Count < 3
End Fuckion






c279168982del10a8471844706da26b2d8a87¢cc
50e49dcab74-4c91dba2cel 40%b

o generic &rojam

o checks for Fi.@.v\%j of
analysis SW

o checks for anti malware

1728 @ RegQueryKey
1728 @& RegOpenkKey
1728 @ RegQueryKey
1728 @ RegOpenkey
1728 @ RegQueryKey
1728 @XRegOpenKey
1728 @ RegQueryKey
1728 " “1RegOpenKe
1728 @ RegQuery
1728 @ RegOpenKey
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1728 @ RegOpenKey
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1728 @ RegQueryKey
1728 @ RegOpenKey
1728 @& RegQueryKey
1728 @ RegOpenkey
1728 @ RegOpenkKey
1728 @ RegQueryKey
1728 @& RegOpenkey
1728 @ RegQueryKey
1728 @XRegOpenKey
1728 @ RegOpenKey
1728 @ RegSetinfoKey
1728 @ RegCloseKey
1728 @XRegQueryKey
1728 @& RegOpenkKey
1728 @ RegOpenKey
1728 @ RegSetinfoKey
1728 @ RegCloseKey
1728 @ RegQueryKey
1728 @& RegOpenkKey
1728 @& RegOpenkey

HKLM\SOFTWARE \Microsoft \Windows\CumentVersion\App Paths\Wireshark exe

HKLM

HKLM\SOFTWARE\Wow6432Node\ZxSniffer

HKLM

HKLM\SOFTWARE\Wow6432Node\Cygwin

HKCU

HKCU\SOFTWARE\Cygwin

HKLM

HKLM\SOFTWARE\Wow6432Node\B Labs\Bopup Observer

HKCU

HKCU\AppEvents\Schemes'\Apps'\Bopup Observer

HKCU

HKCU\Software\B Labs\Bopup Observer

HKLM

HKLM\SOFTWARE\Wow6432Node \Microsoft \Windows \Current Version \Uninstal\Win Sniffer_is1
HKCU

HKCU\Software\Win Sniffer

HKLM

HKCR\PEBrowse DotNE TProfier DotNETProfler [

HKCU

HKCU\Software\Microsoft \Windows \Cument Version \Explorer\MenuOrder\Start Menu2'\Programs\Debugging Tools for
HKLM

HKLM\SYSTEM\CumrentControlSet\Services\SDbgMsg

HKLM\System\CumentControl Set\Services\SDbgMsg

HKCU

HKCU\Software \Microsoft \Windows\Cument Version\Explorer\MenuOrder\Start Menu2\Programs\APIS32
HKCU

HKCU\Software\Syser Soft

HKLM

HKLM\SOFTWARE\Wow£6432Node \Microsoft \Windows \Cumrent Version\Uninstal\AP|S 32
HKLM

HKLM\SOFTWARE\Wow6432Node \APIS32

HKLM

HKLM\SOFTWARE\Wow6432Node \Microsoft \Windows \Cumrent Version \Uninstal\Oracle VM VitualBox Guest Addtio...
HKLM

HKLM\SYSTEM\CurrentControlSet\Services\VBoxGuest

HKLM\System\CumentControl Set\Services\VBoxGuest

HKLM

HKLM\SOFTWARE\Wow6432Node\Microsoft \Windows\Current Version\Uninstall\Sandbaxie
HKLM

HKLM\SYSTEM\CumrentControl Set\Services\Sbie Drv

HKLM\System\CumentControl Set\Services\Sbie Drv
HKLM\System\CumentControl Set \services\Sbie Drv

HKLM\System\CumentControl Set\services'\Sbie Drv

HKCU

HKCU\Software \Classes'\Folder'\shell\sandbox
HKCU\Software\Classes'\Folder\shell\sandbox
HKCU\Software\Classes\Folder\shell\sandbox

HKCU\Software \Classes\Folder\shell\sandbox

HKCU

HKCU\Software\Classes\"\shell\sandbox

HKCU\Software\Classes\"\shell\sandbox
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ca7cbs6b2a28474 % 9% 392995344 3242199054
964-%6491390e¥d 54641499164

wternals: www.sysinternals.corn

File Edit Event Filter Tools Options Help
EH RABRE | vA®

Time ... Process Name FID Opergtion Path

1:34:0... [="lgdlswiyv exe 3380 ﬁRegOueryValue HKLM“\System \CumentControl Set \Control \Nls\EdendedLocale\en-LJS
1:34:0... [= lgdlswkv exe 3380 ﬂRegOoseKEy HKLM"“\System"CumentControl Set \Control \Nls"\BxdendedLocale

o T@ S L&&T‘ & 1343 [®lqdswkvexe 3380 @8 ReqQueryKey  HKLM
.. hasqdiswiy exe \ HKLMM\SOF TWAREYWow6432Node\ESET

.. [®lqdlswkv exe a0 = C:\Users\csaby'Downloads \zonvinceaqdlswky exe
.. [®lgdiswkv exe 3380 BuQuelySt andard|... C:\Users\csaby“\Downloads‘\convince qdlswkv exe
.. = |qdlswkyv exe 3380 aReadFiIe C:\Users\csaby"Downloads \convinceqdlswicv .exe

o awnbivirus detecktion









What s i the fOﬂMS?

3 maimi.v about hiding amatvsi;s tools
o e.q. zerofox
o ease researcher’s job

o verify environment - pofish



How abouk vacecunabkion?

o leks Erv to emulake ‘umhea&hfj’ environmenk
@ less researched

o malware might avold us



S

White Pa per

o Towards an Understanding of Anti-virtualization and Anti-debuqqing Behavior
i Moderin Malware, 200%

Rapid7
o Vaccinating systems against VM-aware malware, 2013
Gal Bitensky

& Demo Vaccinakion The Anti-Honeypolt Approach, 2016

various tools against specific malware






s
Cutting corners to meet arbitrary management deadlines

Essential

Copying and Pasting
from Stack Overflow

The Practical Developer

O’REILLY @ 1hePracticalDev




ikerinel driver w/ SSDT hooking
up to Win7 x¥ &
can emulate VBOX / VMWARE files & registry keys

casy to extend w/ other keys, files






alee De b ugger W LV&dC) S

3 si;mF?i.@. Windows app
o creates a window, and doesnt show it

o no conflict with other windows






wukex-qrabber

monitor malwrcom for mutexes

dvmamitaiiv add Ehem ko Ehe svs%ém
allows whitelisting

saving / loading files


http://malwr.com




C. A &i. i, MS & 5

software ﬂomPa&LbELE&v

does normal sw care about VM / debuqqers?
system resources

Llow level vaccinatkion?

needs to be done in clever way (e.q.; machine cant be
VBOX and VMware ot the same Eime)



Any pro duction grade
solubtion?



HitMawn Pro Alert

@ uses vaccunakion

o other interesting pro&e&wv\s
as well

o tested w/ Pafish







o sw dedicated for

vaccunakion

o claims to s&op many
malware bthese d&vs

New Carbanak Attack - PREVENTED by
Minerva

November 21, 2016 |

Minerva Research Team

Protecting an enterprise from advanced
cybercriminals is @ major challenge.
Carbanak-style attacks emphasize the
difference between existing products which
detect a compromise in @ machine,
unfortunately after it is already too late and
Minerva's innovative Environment
Simulation Technology (EST), which
prevents the infection before any damage is
done.




Conclusion



interesting area

ik is effective against malware

should be more commonly researched
could have two long term effects

o malware stop caring about VM, ete. -> this method
wont be effective, but analysis might be easier

o everything stays -» we can protect against malware



o bwiltter: @theevilbik

o kools:

o %EF?s://gE,Ehubﬁcamﬁkeev&hb&&/va&aima&om


https://github.com/theevilbit/vaccination

