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How It started?



What is XPC?

. XPC
typicauyz ‘typica"y:
- not privileged - privileged
- sandboxed - not sandboxed




The XPC problem

e By default:

o Aglobal service reachable by every process

e If client access is not controlled = service is open for abuse

LXPC_
e Client validation is tricky
XPC client g ‘ XPC service
e Developers make mistakes...
typically: typically:
- not privileged - privileged
- sandboxed - not sandboxed

[]



Safe XPC client validation

Code signing validation

e Cert chain (Apple and developer) = to prevent fake root certificates
e Bundle ID(s) = to prevent other clients from the same vendor
e TJeamID = to prevent other developers / apps
e App version = to prevent downgrade attacks
Verify clients entitlements
e Hardened runtime =  to prevent client code injection attacks
e Library validation = to prevent client code injection attacks

Identify client process

e Use Audit token = to prevent PID reuse attacks



XPC vulnerability scope

Impact

1. Local privilege escalation
2. Data compromise

Prevalence
Relatively easy for an attacker to both identify and exploit.
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The problem... Exploiting XPC in AntiVirus "

Home > Techniques > Enterprise > Inter-Process Communication > XPC Services
Blog > Threat Intelligence

How Tv Inter-Process Communication: XPC Services
Used fc

@n

Other sub-techniques of Inter-Process Communication (3)

Exploiting GOG Galaxy XPC service eaaas
GFFENSIVE
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REGISTER CFP AWL ErﬁE BRGQHGANPONSORS ARCHIVE CONTACT

Author: Zhipeng Huo(@R3dF09) of Tencent Security Xuanwu Lab



For example...

@protocol MAUHelperToolProtocol <NSObject>
(void) removeInstallLogFile: (NSString x)a
(void) logString: (NSString x)argl atLevel

In the Wild (void) removeClone: (NSString *)argl withRe
(void) restoreCloneToAppInstallLocation: (
@ = (void)createCloneFromApp: (NSString *)arg
é§® ;;; - (void)installUpdateWithPackage: (NSString
@end
App: Microsoft AutoUpdate.app u SES
Bundl : .mi £ 2 .
S Finge: 00 (mome) CVE-2020-0984 — Microsoft AutoUpdate
xtc -Validation:
§§§ Service: com.microsoft.autoupdate.helper
&
o
"(identifier \"com.microsoft.autoupdate2\" or ... or
identifier \"com.microsoft.autoupdate.cli\") and anchor

apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] and certificate
leaf[field.1.2.840.113635.100.6.1." and certificate

leaf[subject.0OU] = UBF8T346G9

\ 4

Privledged execution




The Idea
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Detect XPC Attacks using Endpoint Security

¢ We have an XPC ES event (thanks Sonoma)!
¢ Let’'s monitor client - service validation with an ES client, e.qg.:
¢ Verify TeamlID/etc... for third party

= requires code signing validation of both sides of the connection
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Endpoint Security... what do we have?

@brief Notification for ar DG connection beir g established to a named service. @brief I NI

@field service_nam Sarvice name ol e namen cornice. typedef enum {

Al ES_XPC_DOMAIN_TYPE_SYSTEM = 1,
ES_XPC_DOMAIN_TYPE_USER,
ES_XPC_DOMAIN_TYPE_USER_LOGIN,
ES_XPC_DOMAIN_TYPE_SESSION,
ES_XPC_DOMAIN_TYPE_PID,
ES_XPC_DOMAIN_TYPE_MANAGER,

es_string_token_t service_name; ES XPC DOMAIN TYPE PORT
es_xpc_domain_type_t service_domain_type; ES_XPC_DOMAIN_TYPE_GUI,’

@note Thise

typedef struct {

} es_event_xpc_connect_t; } es_xpc_domain_type_t;

XPC connection details
- Service name: com.apple.audio.SandboxHelper

- Domain type: PID

Mac Monitor eslogger




Let’s take it out for a test drive...



What will not trigger an XPC connect event?
bootstrap_look_up(...

what launchd knows...

us 1

Create a Mach service and register w/launchd

<mach/mach.h>
rvers/bootstrap.h
euid

main() { Background

mach_port_t

ample
.1p
(Apple)_OpenStep

Look?ng up a Mach service name will not trigger an ES event

ach/mach.h>
<servers/bootstrap.h>

port;
up(bootstrap_port,

com.micro




1. Create an launchd (XPC) service What launchd knows...

xpc_connection_t

"com.microsc

DTD PLIST 1.0//EN" "

ohain-example

2. Register

.microsoft.xpc-domain-examples

Great! Now where’s the

3. Client request path...?

L—

Event Facts

Metadata  iniating pr

Looking up the service will trigger the ES event e Event details

Endpoint Security message details
« Eventtype: % ES_EVENT_TYPE_NOTIFY_XPC_CONNECT
Message timestamp: 2024-11-20710:58:07..4762
4. ES event -PID: 27997 - GID: 28948

- Process name: client-binary

com.micros

- Process path: /Users/brandondalton/Developer/XPC/NSXPC/client-binary

- SHA286 Code directory hash: 2c009786815d1b923963b5341de022¢ f68fcd

Initiating user: brandondalton (501)

XPC connection details

- Domain type: USER




®. ... the bootstrap server



“Domains are, in effect, nothing more than figments of launchd's twisted
imagination.” - MOXil Vol 1 pg.438

/sbin/launchd

e Manager for jobs and XPC / Mach service
e ...¢¢ doyouknow where the program is?

progrm: /sin/Launcha ——_— Bootstrap namespaces / domains
ervice: com.apple.launc system:
/sbin/launchd
user:
com.apple.lsd
com.apple.secd SYStem
user-login: user
e c— pld login
W @ W (session)
| -
; e ] gui
““““““ I I
| |
user/501 : :
—— - pid
com.apple.lsd bootstrap com.apple.secd | bootstrap




> LhunchDkNows . ITSEASYTO
'ALL THE SERVICE mns lll(ll( IT UP RIGHT?
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ytlaunchctl print pid/55860/com.lpassword.safari.extension
pid/55860/com. Ipassword.safari.extension = {
active count = 3
path = /Applications/1Password for Safari.app/Contents/PlugIns/1Password.appex

- type = Extension
e I ea managed_by = com.apple.runningboard
state = running
bundle id = com.lpassword.safari.extension
bundle version = 81054022

extension point = com.apple.Safari.web-extension

/ u S r / b in / 1a u n C h C t 1 program = /Applications/1Password for Safari.app/Contents/PlugIns/1Password.appex/Contents/Mg
Jrguments ==

/Applications/1Password for Safari.app/Contents/PlugIns/1Password.appex/Contents/Mac(
—-AppleLanguages

Seems to know how to get all the st

1
r

information we need... sandfor jrofEis = pitagin

inherited environment = {
PATH => /usr/bin:/bin:/usr/sbin:/sbin
SSH_AUTH_SOCK => /private/tmp/com.apple.launchd.Kx89exPUM@/Listeners
HOME => /Users/brandondalton
__CF_USER_TEXT_ENCODING => OX1F5:0x0:0x0
TMPDIR => /var/folders/nn/ylnbg2d51q3b31r43mw6kxmm@@0@dgn/T/
}

default environment = {

What used to help? 5 PATH => /usr/bin:/bin:/usr/sbin:/sbin

endpoints = {
"com.1lpassword.safari.extension" = {

Jonathan Levin’s launjctl -

active = 1

. . managed = 1
https://newosxbook.com/articles/jlaunchctl.html ;-ezei’ - 0

hide = 0

watching = 0@
non-launching = 1

Apple broke it :(

com. lpasswor

active = 1
managed = 1
reset = 0
hide = @
watching = 0@



https://newosxbook.com/articles/jlaunchctl.html

Before

xpc__Pipe__rou!;ine(pipe, message, &reply)

o S

(i launchetl [ launchd ]

~

&reply s p\opula\teo( with /o«" the info




We have an issue...

xpcﬁpipe_roui’zine(pipe, message, &reply)

7 ~

[ launchetl [ launchd ]

o

&reph/ is P\opula with /a“ the info



Then how does launchctl doit?

xpc_PiPe_rou‘!:ine(PiPe, message, &reply)

o - R e e o - ~
<
% £ XPC._.SL\meM \ ~
% ~
-, ‘ | =
7 N
s | |
| L= T ——
[ launchetl — — — —create — —>I I< write Al launchd }
| | > /
~ [ I o 7
~ 7 7
N \ N s 7
~N N e == \ P >
~ & < i
TN L, set
= > 7 ¥ e
N -~ / >
-~ P
&reply &

___4__4,4

‘ bytes_written /‘



Incoming request:
1) print service domain target
2) print domain target

Create an XPC o(ict?or\o\ry using known keys
and Create a shared memory region

( let message = xpc_dictionary_create(nil, nil, @)
xpc_dictionary_set_uint64(message, "handle", handle)
xpc_dictionary_set_uint64(message, "type", type)
xpc_dictionary_set_uint64(message, "routine", routine)
xpc_dictionary_set_uint64(message, "subsystem", subsystem)
if let name = name {

xpc_dictionary_set_string(message, "name", name)
}
allocateSharedMemory(for: message)
.

Send the message and parse the response

let pipe = xpc_pipe_create_from_port(bootstrapPort, 0)
var reply: xpc_object_t?

let error = xpc_pipe_routine(pipe, message, &reply)
I i

return parseResponse(from: reply ...)

Why do this to us? Apple must know
it's a barrier to entry...

Parse... "this".. & [ _—
r
gui/se1 = {
type = login
handle = 100016
active count = 435
service count = 434
active service count = 259
creator = loginwindow[407]
creator euid = @
session = Aqua
L s
services = {
65033 - application.com.vector35.binaryninja.119897822.128734987
672 - com.apple.syncdefaultsd
745 - com.apple.assistantd
0 0 com.apple.DataDetectorsLocalSources
] 0 com.apple.unmountassistant.useragent
9903  (pe) com.apple.mlhostd
0 = com.apple.SafariHistoryS
-




What are those special keys?

MOXil Vol 1 Table 13-17

Using the bootstrap port we can request info from launchd using XPC dictionaries.

e type: The domain we'’re targeting.
o system, user, login, pid, gui
e subsystem: Service or domain targets
e handle: The domain specifier
o E.g.UID, ASID, or PID
e routine: A specific command in subsystem
e and name: The service name if service target

\

xpc_pipe_create_from_port(bootstrap, ;)

xpc_pipe_routine(pipe, dictionary, &reply)



Resolving a path? (PID domain example

Initiating GID: 55860 —
com.1password.safari.extension — com.1password.safari.extension.apple-extension-service

LA N J . »{launchctl print pid/55860/com.lpassword.safari.extension
pid/55: E Safari.extension = 1

ount

/Applications/1Password for Safari.app/Contents/PlugIns/1Password.appex
t 234 ion
managed_by = com le. runningboard
state = running
bundle id = com.lpassword.safari.extension
bundle version = 81054022
extension point = com.apple.Safari.web-extension

Last. logini Thu Dec .5
Taunchctl print pid/s!
pid/55860
type = pid

handle = 55860
active count
on-demand count
service count = 22
active service count
originator = /System/Volumes/Preboot/Cryptexes/App/Systen/Applications/Safari.
creator = Safari[55860] Applications/1Password for Safari.app/Contents/Pl appex/Content
creator euid = 501 FrgumeTTTS
uniqueid = 55860 /Applications/1Password for Safari.app/Contents/PlugIns/1Password.appex/Contents/I

urity con -AppleLanguages . :

uid = 501 ("en-Us") XPC service name: com. apple.audio.SandboxHelper
N asid = 100018 ¥ Domain: pid
sandbox profile Initiating GID: 34496

bringup tim inherite

death port
_AUTH_S0 e. launchd.Kx89exPUMO/Listeners #
/Users/brandondalton

__CF_USER_TEXT_ENCODING F5:0x0:0x0 Print per-pid domain target:
TMPDIR => /var/folders/nn/ylnbg2d51g3b31ra3mi6kxmm0oagn/T/ . PR e .
pid/<initiating proc GID>

usr/sbin:/sbin
te/tmp/com.apple. launchd

ENCODING Ox1F5:
ers/nn/ynbg2:

default environment = { +
/bin:/usr/sbi

For each launchd service:
Print the service target:

endpoints = { _ S " X
pid/<initiating proc GID>/<service>

com.1password.safari.exter
port = 0x1097db l
Look for the XPC service
name in the
"endpoints"
Match?- | No match?-
audio. SandboxHe lper active ‘ *
le.WebKit.Networking managed
55873 n.apple.WebKit.GPU. FC4BDA4C3-13A reset = . .
56091 .apple.SiriTTSService. TrialProxy hide = @ Return the "program" path Program path not found
55867 t. fari-Extension watching
56026

55866



qgithub.com/Brandon7CC/mac-wheres-my-bootstrap/releases/

Detection not AUTH

Iservice.is_apple && service.team_id '= requestor.team_id

o0 XPC2Proc

Start Logging @ Clear Events [QSGITEWNTI

XPC Connection Requests

XPC Domain Service Label Service Path Service Team ID  Service Signi..  Req. Proc. Name  Reg. Proc. Path Req. Proc. Te..  Req. Proc. Signing ID
USER (501) com.apple.iCloudHelper [System/Library/PrivateFrameworks/AOSKit.framew... com.apple.i... dataaccessd [System/Library/Priv... com.apple.dataacces...
USER (501) com.apple.iCloudHelper /System/Library/PrivateFrameworks/AOSKit.framew. com.apple.i... dataaccessd /System/Library/Priv... com.apple.dataacces...
USER (501) com.xpc.example.agent.hello /U h y-... 4HMJQ7V3SX  Samplelau... xpcConnTest /Users/brandondalto... xpcConnTest
SYSTEM com.apple.tccd.system /System/Library/PrivateFrameworks/TCC.framewor... com.apple.t.. WindowServer  [System/Library/Priv... com.apple.WindowsSer...
USER (501)  com.apple.TextinputUl.xpc...  /SystemjLibrary/PrivateFrameworks/TextinputUIMa... com.apple...  iTerm2 /Applications/iTerm...  H7V7XYVQ...  com.googlecode.iterm2
D I St rl b u tl 0 n en tl t/e d SYSTEM com.apple.trustd Jusr/libexec/trustd com.apple.t.. XPC2Proc Users/brandondalto... 4HMJQ7V3.. com.swiftlydetecting....
USER (501) com.apple.SharingServices audioaccesso...  [System/Library/Cor... com.apple.cloudpaird
USER (501) com.apple.containermanag... Jusrflibexec/containermanagerd com.apple.... NotificationC...  /System/Library/Cor... com.apple.notification...
SYSTEM com.apple.iokit. dxpc /Library/CoreServi d.bundle/| d com.apple.... BatteriesAvoc...  /System/Library/Cor... com.apple.Batteries.B...
G l ‘ Detections
XPC Domain Service Label Service Path Service Team ID  Service Signing ID Req. Proc. Name  Reg. Proc. Path Req...  Req.Proc. Signing ID

Free Software

Free as in Freedom

4HMJQ7V3SX  SampleLaunchAgent xpcConnTest sers/brandondalt xpcConnTest

USER (501) pc.example.ag. /Users/brandondalton/Developer/mac-whi



https://github.com/Brandon7CC/mac-wheres-my-bootstrap/releases/

peM?

Detecting a Twitch Oday* ¢%

* https://www.kandji.io/blog/twitch-privileged-helper by Chris Lopez %



https://www.kandji.io/blog/twitch-privileged-helper



https://docs.google.com/file/d/1Z45jE7S-S09Ucrhc5lqHUrhA8VpWVjFj/preview

This is not an ending note...

J Apple, help us detect XPC exploits and keep users safe!
es_event_xpc_connect_t

e Provide the hosting program path of the XPC service attempting to be

connected to.
e Include code signing information for the process hosting the XPC connection

(Team ID, etc).




“Just one
more thing™
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version 7.0

¥ Thank you!

qithub.com/Brandon7CC/mac-wheres-my-bootstrap/releases/



https://github.com/Brandon7CC/mac-wheres-my-bootstrap/releases/

