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Over the next 25 minutes…

● XPC vulnerabilities and abuse
● Our idea
● XPC_CONNECT – what’s missing? 😔
● The bootstrap server

●  Resolving an XPC service path
● 🎁 Tool drop
● 🔥 Detecting a Twitch 0day
● ✅ Recommendations



How it started?



What is XPC?



The XPC problem

● By default:
○ A global service reachable by every process

● If client access is not controlled ⇒ service is open for abuse

● Client validation is tricky

● Developers make mistakes…



Safe XPC client validation

Code signing validation

● Cert chain (Apple and developer) ⇒ to prevent fake root certificates
● Bundle ID(s) ⇒ to prevent other clients from the same vendor
● Team ID ⇒ to prevent other developers / apps
● App version ⇒ to prevent downgrade attacks

Verify clients entitlements

● Hardened runtime ⇒ to prevent client code injection attacks
● Library validation ⇒ to prevent client code injection attacks

Identify client process

● Use Audit token ⇒ to prevent PID reuse attacks



XPC vulnerability scope

Impact
1. Local privilege escalation
2. Data compromise

Prevalence
Relatively easy for an attacker to both identify and exploit.



The problem…



For example…

CVE-2020-0984 – Microsoft AutoUpdate



The Idea 💡



Detect XPC Attacks using Endpoint Security

💡We have an XPC ES event (thanks Sonoma)!

💡Let’s monitor client - service validation with an ES client, e.g.:

💡Verify TeamID/etc… for third party

⇒ requires code signing validation of both sides of the connection





Endpoint Security… what do we have? 14+

Mac Monitor eslogger



🏎 Let’s take it out for a test drive…



What will not trigger an XPC connect event?
bootstrap_look_up(...)



Great! Now where’s the 
path…?



🥾 … the bootstrap server



/sbin/launchd

● Manager for jobs and XPC / Mach service
● … 👀 do you know where the program is? 

“Domains are, in effect, nothing more than figments of launchd's twisted 
imagination.” - MOXiI Vol 1 pg.438





The idea

/usr/bin/launchctl
Seems to know how to get all the 
information we need… 

What used to help?

Jonathan Levin’s launjctl - 
https://newosxbook.com/articles/jlaunchctl.html

Apple broke it :(

https://newosxbook.com/articles/jlaunchctl.html


Before



We have an issue…



Then how does launchctl do it?



Why do this to us? Apple must know 
it’s a barrier to entry…



What are those special keys?
Using the bootstrap port we can request info from launchd using XPC dictionaries. 

● type: The domain we’re targeting. 
○ system, user, login, pid, gui

● subsystem: Service or domain targets
● handle: The domain specifier

○ E.g. UID, ASID, or PID
● routine: A specific command in subsystem
● and name: The service name if service target 

MOXiI Vol 1 Table 13-17

xpc_pipe_create_from_port(bootstrap,;)

xpc_pipe_routine(pipe,dictionary,&reply)



Resolving a path? (PID domain example)
Initiating GID: 55860 →
com.1password.safari.extension → com.1password.safari.extension.apple-extension-service



Detection not AUTH
github.com/Brandon7CC/mac-wheres-my-bootstrap/releases/

!service.is_apple && service.team_id != requestor.team_id

Distribution entitled

https://github.com/Brandon7CC/mac-wheres-my-bootstrap/releases/


Detecting a Twitch 0day* 🔥

* https://www.kandji.io/blog/twitch-privileged-helper by Chris Lopez 🐝
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https://www.kandji.io/blog/twitch-privileged-helper


https://docs.google.com/file/d/1Z45jE7S-S09Ucrhc5lqHUrhA8VpWVjFj/preview


This is not an ending note…

🙏 Apple, help us detect XPC exploits and keep users safe!

es_event_xpc_connect_t

● Provide the hosting program path of the XPC service attempting to be 
connected to.

● Include code signing information for the process hosting the XPC connection 
(Team ID, etc).
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❤ Thank you!

github.com/Brandon7CC/mac-wheres-my-bootstrap/releases/

https://github.com/Brandon7CC/mac-wheres-my-bootstrap/releases/

