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• hiking, trail running 🥾 🏔
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Apple's Security Model



General
• not your typical OS 

• POSIX heritage 

• root <> GOD mode 

• root ~ admin with more privileges 

• Sandbox, TCC, SIP 

• security boundaries: 

• normal user -> admin -> root -> kernel 

• entitlements make this more granular 

• process injection is generally not allowed



Code Signing
• on macOS it's not mandatory (Apple Silicon at least ad-hoc signing it is), 

on iOS it is 

• root of trust: Apple 

• developer certs are issues by Apple 

• code signature can contain entitlements



Entitlements
• apps can have entitlements ~ rights that grant them access to various 

resources 

• most of them are private to Apple (you can't give it to yourself) e.g.: 
• process X can talk to process Y 

• can write to location Z 

• can install kernel extension (driver) 

• ...



SIP
• a.k.a. rootless 

• global Sandbox applicable for *all* processes 

• main goal: protect core system resources 

• root can't modify core system files 

• some entitlements give you a bypass



Sandbox
• app is containerized 

• other than a few exceptions can't access files outside 

• network, other file access must be specified in entitlements



TCC
• Transparency, Control and Consent 

• limits access to resources related to privacy: 
• microphone 

• camera 

• documents 

• pictures 

• etc... (~20 categories)I have 99 problems but TCC ain't one 🤷



system_installd



system_installd
• daemon which installs Apple signed 

packages 

• com.apple.rootless.install.heritable ==> 
can write to SIP protected locations 

• heritable ==> child process inherits the 
right 

• packages can contain vulnerable scripts

Executable=/System/Library/PrivateFrameworks/PackageKit.framework/Versions/
A/Resources/system_installd 
Identifier=com.apple.system_installd 

... 

[Dict] 
 [Key] com.apple.private.apfs.create-synthetic-symlink-folder 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.launchservices.cansetapplicationstrusted 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.package_script_service.allow 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.responsibility.set-arbitrary 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.responsibility.set-hosted-properties 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.security.storage-exempt.heritable 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.security.syspolicy.package-installation 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.security.syspolicy.package-verification 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.storage.fusion.allow-pin-fastpromote 
 [Value] 
  [Bool] true 
 [Key] com.apple.private.tcc.manager.access.delete 
 [Value] 
  [Array] 
   [String] kTCCServiceAll 
 [Key] com.apple.rootless.install.heritable 
 [Value] 
  [Bool] true 



weaponization
• SIP protected: /Library/Apple/Library/Bundles/

TCC_Compatibility.bundle/Contents/Resources/
AllowApplicationsList.plist * 

• basically another TCC.db 

• add any rights we want, e.g.: Full Disk Access 

* not available since macOS Sequoia



past vulnerabilities



few examples 
• CVE-2019-8561 - swapping the package between verification and installation 

• CVE-2020–9854 - install scripts executes a binary from an attacker controlled location 

• CVE-2021-30892 (shrootless) - modify /etc/env to inject custom commands into the 
installation 

• CVE-2023-23533 - insecure file copy in the post install actions 

• CVE-2023-42860 - insecure hardlink creation in the postinsall script 

• Mickey Jin's CVEs - tons of CVEs exploiting issues in system_installd itself (PackageKit 
framework)



the software catalog



how we get packages?
• https://

developer.apple.com/
download/all/ 

• https://
support.apple.com/en-
us/docs/mac# 

• limited

https://developer.apple.com/download/all/
https://developer.apple.com/download/all/
https://developer.apple.com/download/all/


any more?
• https://www.l3harris.com/

newsroom/editorial/2024/03/
breaking-sip-apple-signed-
packages 

• sucatalog what?

https://www.l3harris.com/newsroom/editorial/2024/03/breaking-sip-apple-signed-packages
https://www.l3harris.com/newsroom/editorial/2024/03/breaking-sip-apple-signed-packages
https://www.l3harris.com/newsroom/editorial/2024/03/breaking-sip-apple-signed-packages
https://www.l3harris.com/newsroom/editorial/2024/03/breaking-sip-apple-signed-packages


software catalog
• each macOS version has its own catalog 

• typical URL: https://swscan.apple.com/content/catalogs/others/
index-14-13-12-10.16-10.15-10.14-10.13-10.12-10.11-10.10-10.9-
mountainlion-lion-snowleopard-leopard.merged-1.sucatalog.gz 

• huge property list (plist) file in XML format

https://swscan.apple.com/content/catalogs/others/index-14-13-12-10.16-10.15-10.14-10.13-10.12-10.11-10.10-10.9-mountainlion-lion-snowleopard-leopard.merged-1.sucatalog.gz
https://swscan.apple.com/content/catalogs/others/index-14-13-12-10.16-10.15-10.14-10.13-10.12-10.11-10.10-10.9-mountainlion-lion-snowleopard-leopard.merged-1.sucatalog.gz
https://swscan.apple.com/content/catalogs/others/index-14-13-12-10.16-10.15-10.14-10.13-10.12-10.11-10.10-10.9-mountainlion-lion-snowleopard-leopard.merged-1.sucatalog.gz


software catalog



challenge
• Michael Cowell did analyze the entire sucatalog 

• but what if there is still some left 

• ton of packages 

• need some automation to process all of them 

• I suck at automation



automation



ChatGPT
• I was skeptical in AI 

• but I was more lazy than skeptical :D 

• let's see what AI can do



Step 0 - get sucatalog urls
• 2-3 iterations and fixing the script, it 

gets it 

• 😱 

• maybe we will get somewhere



Step 1 - get the URLs, size, download

• this requires some iterations 

• but eventually I get scripts to: 
• get all the download URLs 

• total size (1.3TB!! - luckily I have 
an 8TB drive 🤪) 

• download all pkgs ~ 10k



Step 2 - delete pkgs with no script
• real work begins 

• need to get rid of 
uninteresting pkgs 

• will log all deleted files, just in 
case 

• looking for script issues ==> 
so need to get rid of pkgs with 
no script



Step 3 - delete unsupported pkgs
• some old pkgs try to modify /

System/ files 

• not possible due to SIP/ro 
mount/SSV 

• pkg will not install => won't 
work



Step 4 - only pre/postinstall
• almost all pkgs have a default preinstall and postinstall 

• not vulnerable 

• need to get rid of those which only have these defaults



Step 5 - other files
• sucatadog contains: 

• plist, tar, zip, chunklist files 

• looked into a few 

• not intersting 

• delete them all



Step 6 - ppd files
• PostScript Printer Description (PPD) 

• printer pkgs 

• some manual analysis of PPD scripts 

• delete all pkgs which only contain



The Rest
• down to ~300-400 pkgs from 10k 

• manually analyzed them 1 by 1 

• few duplicates



the vulnerabilities



CVE-2024-27883 - 
iDVDExtraContent.pkg - Full SIP 

bypass



the vulnerability
• two scripts: nowMoveThemesAside & nowCopyThemesBack 

• backup and restore themes 

• works on a user (root) controllable location - /Library/Application 
Support/iDVD/





the exploit

• system("/usr/bin/ditto", $iDVDMoveAsideFolder, 
$iDVDThemesFolder); 

• replace the $iDVDThemesFolder directory with symlink pointing to /
Library/Apple/Library/Bundles/TCC_Compatibility.bundle/Contents/
Resources 

• drop our AllowApplicationsList.plist into $iDVDMoveAsideFolder





CVE-2024-44196 - 
CanonLaser_FCore.pkg - Arbitrary SIP 

File Overwrite



the vulnerability + exploit
• install script uses a log file on /

tmp/ 

• /tmp/ is under user control 

• can redirect file 

• DOS, but any SIP protected file 
(XProtect...)



CVE-2024-44253 - 
RecoveryHDUpdate.pkg - TCC bypass



the vulnerability
• replaceRecovery script 

• works on the /tmp/ directory which is user controlled 

• mounts a DMG in /tmp/ 

• DMG is also in /tmp/



the vulnerability



the exploit
1. It will look for the launched `perl` script process and if found it will be 

paused. 

2. Once stopped, the mount point will be replaced by a symlink, and the DMG 
will be also replaced by our DMG. 

3. Then `perl` will be continued 

4. Once we find the `hdiutil` process running, `perl` will be terminated to avoid 
unmounting at the end of that script 

5. We sleep a few seconds, and then restart the user mode `tccd` process 





RemoteDesktopAdmin372.pkg 
- Full SIP bypass



the vulnerability
• /this was already fixed/ 

• AlertAll.sh install script 

• uses $USER environment variable 

• $USER can be injected into the 
installation process



the exploit







HP_Interlaken1.pkg - Full SIP 
Bypass



the vulnerability
• /this was already fixed/ 

• copies a user controlled PAX file and extracts it 

• + we can control the destination





Apple's mitigation strategy



the problem
• valid packages 

• can't revoke signature 

• if the package gets fixed -- old package is still usable 

• can't be fixed in the pkg level universally



Install Script Actions
• InstallScriptActions.plist 

• /System/Library/PrivateFrameworks/
PackageKit.framework/Resources/ 

• specifies package + script ==> 
drop SIP



Install Script Mutations
• InstallScriptMutations.plist 

• same location 

• changes the script content



Install Script Tries
• InstallScriptTries.plist 

• drops SIP based on pkg
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